CYBER SECURITY

27001

Bring your organisation
up to an internationally
recognised standard to
keep your data safe.

About
OmniCyber Security

At OmniCyber Security, we want

to make watertight IT security and
compliance accessible to every business.
By sharing our knowledge of cyber
security and rich industry experience,
we help you to ensure your organisation
is properly protected.

We offer a wide range of services to
make your route to success as simple as
possible. Our services include: CREST-
accredited penetration testing, PCI DSS
compliance, ISO27001 consultancy, and
other INFOSEC services.

We're a boutique company, passionate
about helping others. Our expert,
friendly team are always on hand

to offer advice and devise tailored
solutions that meet your organisation’s
unigue needs.
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What is
ISO 270017

The ISO 27001 Standard is an
international standard for cyber
security recognised across the globe.
By maintaining ISO 27001, you will
make sure you have a high-performing
information security management
system (ISMS) with an approved
framework for the protection of
sensitive data.

Suitable for organisations of any size
and industry, an ISO 27001 certification
provides valuable, visible proof your
organisation has taken comprehensive
action on data security by complying
with an international standard
recognised worldwide.




N

Overview of [SO 2/001
Certification Project

Project timeline:
5-12 months

Security Awareness
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Qur SO 27001 Services

1ISO 27001
Certification
Health Check

ISMS Scoping

ISO 27001 Gap
Analysis

Security Awareness

Internal Audit

Certification Audit
Support

Full Implementation

A short test to assess your organisation’s readiness for a
certification audit.

We will review your requirements and ensure your most important
business operations and assets are included in the test. We will also
help you to achieve certification in a timely and efficient manner.

We will assess your security efforts to identify the gaps in your
Information Security Management System (ISMS) as well as your ISO
27001 Annex A control areas.

We will develop a project roadmap for ISO 27001 compliance based
on all the above. The project roadmap will include gap analysis
recommendations, costs, and a high-level project plan.

We will help you to develop the robust security awareness and
training program required under the standard.

Internal audit is a mandatory step in your certification journey. We
will conduct the internal audit for you and produce a detailed report,
highlighting areas to be remediated before the certification audit.

Our expert consultants are on hand to support you during the
certification audit.

We will work with you to provide a complete end-to-end service to
ensure you complete certification. This service includes all elements
listed.
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s SO 2/001 For You?

Achieving ISO 27001 is an excellent way to show customers, clients and partners

you take information security seriously.

Minimise Your Risks

SO 27001 ensures the right controls are in place to
reduce the pisk of an information security breach and
avoid the exploitation of any system weaknesses.

npetitive Edge

Certification s¢nds out a message about your capabilities
as an organisation to keep data safe. It will mark you out
as.a trusted/and responsible supplier, giving you an edge
over your competition.

siness Structures

The ISO 2700% standard will make information risk
esponsibilitiés clear, so everyone knows who is
accountablg’and actions are taken in a more productive,
timely manner.

operational costs.

cial Losses

As the accepted global benchmark for the effective
anagement/of information assets, ISO 27001 means
orxganisations can mitigate the potentially devastating
financial losses caused by data breaches.

OmniCyber Security
Grosvenor House

11 St Paul’'s Square
Birmingham

B3 1RB

Callus on
0121 709 2526

Email us at
info@omnicyber security.com



